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IN THK CLAIMS : 

Please find below a listing of all of the pending claims. The statuses of the claims are 
set forth in parentheses. 

1. (Currently Amended) A method of increasing peer privacy in n computer network 
including peers_opei^^ via the network, wherein the peers include 
computing, platforms, the method comprising: 

receiving a request for data from a data T^questorrwtereif!rfiaid4ftta-is-9tor-ed 
ata H fota - pro v id e r ; 

detcnniningwhcthcr_a_datoproyidcr_cxists_tha 
wherein thc_dato n pro_yider_is_a_peer_of the fleers ; 

selecting a plurality of the peers to form a path between said data pro_yider_and 
said .data requestor, wherein said data provider and said data requestor are the respective ends 
of said path; 

generating a mix according to said path, wherein the mix_tncludes_an 
anonvmousjLdmtit^o and 
transmitting said mix to said data provider. 

2. (Original) The method according to claim 1 „ further comprising: 

generating a first encryption key; and 

encrypting said first encryption key with a public encryption key of said data 

provider. 
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3. (Original) The method according to claim 2, further comprising: 

encrypting said reference to said data with said first encryption key; and 
encrypting said first cnayption key with a public encryption key of said data 

requestor, 

4. (Original) The method according to claim 4, further comprising: 

transmitting said encrypted first encryption key with said public key of said 
data provider, said encrypted reference to said data, said mix, said first encryption key with 
said public encryption key of said data requestor to said data provider as a message to said 
data provider. 

5. (Original) The method according to claim 4, further comprising: 

receiving said message at said data provider; 

decrypting said first encryption key with a complementary encryption key to 
said public key of said data provider; and 

decrypting said data reference with said first encryption key. 

6. (Original) The method according to claim 5, further comprising: 

modifying said mix with said complementary encryption key to obtain a 
subsequent peer to said data provider along said path; 

retrieving said data according to said data reference; 
encrypting said data with said first encryption key; and 



PAGE 6124 * RCVD AT 1/1312006 2:55:53 PM [Eastern Standard Time] 1 SVR:llSPTO-EFXRF-6/32 * DNIS:273H300 * CS1D:703 880 5270 * DURATION (mm-ss):05-00 



JflN-13-E006(FRI) 1 5 : d9 MANNRVR 8 KRNG, P. C. 



(FflX)703 880 5B70 



P. 007/024 



PATENT Atty Docket No.: 10018744-1 

App. Scr. No,: 10/084,436 



transmitting said modified mix to said subsequent peer along with encrypted 
data and said first encryption key with said public encryption key of said data requestor as a 
modified message* 

7. (Original) The method according to claim 5, further comprising: 

receiving said modified message at a current peer along said path; 

modifying said mix with a complementary encryption key of said current peer 
to obtain a next peer along said path; and 

transmitting said modified mix along with said encrypted data and said first 
encryption key of said data requestor as another modified message to said next peer 

8. (Original) The method according to claim 1 , wherein said generation of said mix 
further comprises: 

generating a decoy mix. 

9. (Currently Amended) The method according to claim 8, further comprising: 

forming a tuple comprising said data requestor and said decoy mix; and 
modifying said mix by encrypting said tuple with an encryption key of a peer 
subsequent to said data requestor provider in said path. 

10* (Original) The method according to claim 9, wherein said encryption key 
comprises an public encryption key. 
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1 1 , (Original) The method according to claim 1 0, wherein said public encryption key 
is generated by one of an asymmetric encryption algorithm. 



12. (Original) The method according to claim 1, wherein said generation of said mix 
farther comprises: 

selecting a current peer along said path; 

forming a current tuple comprising said current peer and a previous mix; and 
modifying said mix at said current peer by encrypting said current tuple with 
an encryption key of a subsequent peer to said current peer in said path. 



13. (Original) The method according to claim 12, further comprising: 

repeating said formation and modification until said current peer being said 

data provider. 

14. (Currently Amended) A method of increasing peer privacy in_a_computer 
network including: peers operable to cxchanficjnfoTmation via 1he_neLwork,wherdn_thc_ peers 
include computing platforms, Jho method comprising: 

receiving a message comprising a mix at a current pcc r,_wherein_the_mix 
indudrejinjmonYmo 

provider and a_data_requestor_in_the_network: 

modifying said mix by applying a complementary encryption key of said 
current peer to said mix; 

retrieving a subsequent peer to said current peer, 

PAGE 8124 * RCVD AT 1/1312006 2:55:53 PM [Eastern Standard Time] * SVR: USPTO-EFXRF-6/32 * DNIS:2738300 1 CSID:703 880 5270 * DURATION (mm-ss):05-00 



JflN-1 3-B006CFR1 ) 15:50 



MHNNAVR & KRNG. P. C. 



(FfiX)703 880 5270 



P. 009/02/1 



PATENT 



Atty Docket No.: 10018744-1 



App. Ser. No.: 10/084,436 

modifying said message with said modified mix; and 
transmitting said modified message to said subsequent peer. 

1 5* (Currently Amended) The method according to cktm 1 4, further comprising: 
selecting a plurality of peers to form [[a]] said path; and 
generating said mix according to said path. 

16. (Currently Amended) The method according to claim 14, fiirfher comprising: 

adding encrypted requested data to said message from [[a]] the data provider. 

17. (Original) The method according to claim 14, further comprising: 

generating a decoy mix, wherein said mix includes said decoy mix. 

18. (Currently Amended) A system for increasing privacy in_a_computer_ network 
including occrs opcrablcjo_exchan^ejnformation via the network, wherein the peers include 
OTmpuling_platforms,_the system comprising: 



at least one processor; 



memory coupled to said at least one processor; and 



a privacy module residing in said memory and said privacy module executed 



by said at least one processor, wherein said privacy module is configured to: 



receive a request for a data from a data rcquestor r wh< 




storod ' at - a » data » provider ; 
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determine whether a data provider exists that stores the rcciuested_data: 
wherein the data provider is a peer of the neers : 

select a plurality of Ac peers to form a path between said_data_provnder 
and said data requestor, wherein said data provider and said data requestor are the respective 
ends of said path; 

generate a mix according to said path , wherein the mix jncludes_an 
anonymous idcntity_of_cach_of_the,plum1itv_of peerg in the path : and 
transmit said mix to said data provider. 

19. (Original) The system according to claim 18, wherein said privacy module is 
also configured to generate a first encryption key and to encrypt said first encryption key with 
a public encryption key of said data provider. 

20* (Original) The system according to claim 1 9, wherein said privacy module is 
further configured to encrypt said reference to said data with said first encryption key and to 
enctypt said first encryption key with a public encryption key of said data requestor. 

21. (Original) The system according to claim 20, wherein said privacy module is 
further configured to transmit said encrypted first encryption key with said public key of said 
data provider, said encrypted reference to said data, said mix, said first encryption key with 
said public encryption key of said data requestor to said data provider as a message to said 
data provider. 
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22. (Currently Amended) An apparatus for increasing privacy ifl-a-data-requestef in a 
computer network including peer* operable to_exchange_information via the nehyorlcwherein 
the_p,eersJnclude_computinfi platforms, the apparatus comprising: 

at least one processor, 

memory coupled to said at least one processor, and 

a privacy module residing in said memory and said privacy module executed 
by said at least one processor, wherein said privacy module is configured to receive a 
message at said data provider, said message comprises: 

a mix configured to provide a path among a plurality of flic peers 
between a data provtderandadata requestor in the network, wherein the mix includes an 
anonymotiKjdentitv_of_ each of the -plurality jof pfeersinthc path : 

an encrypted reference to requested data encrypted with a first 

encryption key; 

an encrypted first encryption key protected with a public key of said 

data requestor, and 

said privacy module is also configured to decrypt said first encryption key 
with a complementary encryption key to said public key of said data provider and to decrypt 
said data reference with said first encryption key, 

23. (Original) The system according to claim 22, wherein said privacy module is 
further configured to: 

modify said mix with said complementary encryption key to obtain a 
subsequent peer to said data provider along said path; 
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retrieve said data according to said data reference, 
encrypt said data with said first encryption key; and 

transmit said modified mix to said subsequent peer along with encrypted data 
and said first encryption key with said public encryption key of said data requestor as a 
modified message. 

24. (Currently Amended) A computer readable storage medium on which is 
embedded one or more computer programs, said one or more computer programs 
implementing a method of increasing peer privac y in a computer network includingpeers 
op&mble_to_exchanae information via the network, wherein the peers inc1ude_computing 
platforms , said one or more computer programs comprising a set of instructions for: 

receiving a request for data from a data reque$to rrwh e r e in -5aid-da ta - i£>slor e d 
at - a » data * provide e; 

dctcrmininfi_whether_a,dflta,providcr exists that stores the requested data: 
whcrcin_the_data provider is a peer of the peers: 

selecting a plurality of the peers to form a path between said data provider and 
said data requestor, wherein said data provider and said data requestor are the respective ends 
of said path; 

generating a mix according to said pat h,_wherein the mix includes an 
anonvmous_identity_Qf eaeh of the plurality of peersjnthe. path ; and 
transmitting said mix to said data provider* 
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25. (Original) The computer readable storage medium in according to claim 24, said 
one or more computer programs further comprising a set of instructions for: 

generating a first encryption key; and 

encrypting said first encryption key with a public encryption key of said data % 

provider. 

26. (Original) The computer readable storage medium in according to claim 25, said 
one or more computer programs fixrther comprising a set of instructions for 

encrypting said reference to said data with said first encryption key; and 
encrypting said first encryption key with a public encryption key of said data 

requestor. 

27. (Original) The computer readable storage medium in according to claim 26, said 
one or more computer programs farther comprising a set of instructions for: 

transmitting said encrypted first encryption key with said public key of said 
data provider, said encrypted reference to said data, said mix, said first encryption key with 
said public encryption key of said data requestor to said data provider as a message to said 
data provider. 

28. (Original) The computer readable storage medium in according to claim 27, said 
one or more computer programs further comprising a set of instructions for: 

receiving said message at said data provider; 
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decrypting said first encryption key with a complementary encryption key to 
said public key of said data provider; and 

decrypting said data reference with said first encryption key. 

29. (Original) The computer readable storage medium in according to claim 28, said 
one or more computer programs further comprising a set of instructions For 

modifying said mix with said complementary encryption key to obtain a 
subsequent peer to said data provider along said path; 

retrieving said data according to said data reference; 

encrypting said data with said first encryption key; and 

transmitting said modified mix to said subsequent peer along with encrypted 
data and said first encryption key with said public encryption key of said data requestor as a 
modified message* 

30. (Original) The computer readable storage medium in according to claim 29, said 
one or more computer programs further comprising a set of instructions for: 

receiving said modified message at a current peer along said path; 

modifying said mix with a complementary encryption key of said current jjeer 
to obtain a next peer along said path; and 

transmitting said modified mix along with said encrypted data and said first 
encryption key of said data requestor as another modified message to said next peer. 



PAGE 14/24 ' RCVD AT 1113/2006 2:55:53 PM [Eastern Standard Time] * SVR:USPToiFXRF-6/32 * DNIS:2738300 * CSID703 880 5270 * DURATION (mm-ss):0M)O 



JRN-13-Z006(FRI) 15:51 HRNNRVfl * KflNG, P. C. 



(FRX)703 880 5270 



P. 01 



PATENT Atty Docket No.: 100 J 8744-1 

App. Ser. No,: 10/084,436 

31. (Original) The computer readable storage medium in according to claim 24, said 
one or more computer programs further comprising a set of instructions for: 
generating a decoy mix. 



32- (Original) The computer readable storage medium in according to claim 31, said 
one or more computer programs further comprising a set of instructions fon 

forming a tuple comprising said data requestor and said decoy mix; and 
modifying said mix by encrypting said tuple with an encryption key of a peer 
subsequent to said data requestor in said path. 

33. (Original) The computer readable storage medium in according to claim 32, said' 
one or more computer programs further, wherein said encryption key comprises an public 
encryption key, 

34. (Original) The computer readable storage medium in according to claim 33, said 
one or more computer programs further, wherein said public encryption key is generated by 
one of a symmetric encryption algorithm and an asymmetric encryption algori thm, 

35. (Original) The computer readable storage medium in according to claim 24, said 
one or more computer programs further, , wherein said generation of said mix further 
comprises: 

selecting a current peer along said path; 

forming a current tuple comprising said current peer and a previous mix; and 
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modiiying said mix at said current peer by encrypting said current tuple with 
an encryption key of a subsequent peer to said current peer in said path* 

36. (Original) The computer readable storage medium in according to claim 35, said 
one or more computer programs further comprising a set of instructions for: 

repeating said formation and modification until said current peer being said 

data provider. 



PAGE 16/24 * RCVD AT 1/13/2006 2:55:53 PM [Eastern Standard Time] * SVR:USPTO£FXRF-6/32 * DNIS:2738300 ' CSID703 880 5270 * DURATION (mm-ss):05-00 



